HOW TO: FIXJAVA SECURITY BLOCKING ASYCUDA
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Application Blocked by Java Security l‘ 8'
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For security, applications must now meet the requirements for the High or Very High security ‘
settings, or be part of the Exception Site List, to be allowed to run.
More Information
Reason: Your security settings have blocked a self-signed application from running
T

If you see this dialog box when you try to open ASYCUDA LIVE or TEST, then please follow the
steps below as a temporary solution:

1. Open the Java Control Panel using one of the two methods:
Method 1: Go to the search bar and type Configure Java, click to open
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Method 2: Go to Control Panel = Programs - Click on the Java
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2. InJava Control Panel, navigate to the Security Tab. Under Security Tab select Edit Site List
(outlined red below)
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General Update Java Security  Advanced

B Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site list

() Wery High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

D High
Java applications identified by a certificate from a trusted authority are allowed to run, even
if the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed ta run after the appropriate
security prompts.
"
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Restore Security Prompts Manage Certificates...

Cancel Apply



3. Inthe Exception Site List Dialog, add each of the following sites:
a. http://asyworld.revenue.gov.ws (Select Continue when prompted)
b. https://asyworld.revenue.gov.ws

Click OK once the sites have been added in the List.
| £ Exception Site List x
|
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts,

Location

Ul http:/fasyworld.revenue, gov. ws

https: /fasyworld.revenue.gov.ws

Add Remove

Uy FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Cancel

4. Confirm the details added as shown on the below image then click OK to Exit Control Panel
|£| Java Control Panel -
General Update Java Sedurity Advanced —

@ Enable Java content for browser and Web Start applications unch

Security level for applications not on the Exception Site list
() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

© High

Java applications identified by a certificate from a trusted authority are allowed to run, even
if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts,

http:/fasyworld.revenue.gov.ws >

https:/fasyworld.revenue.gov. ws | Edit Site List. .

Restore Security Prompts Manage Certificates...

Cancel Apply

Close the Java Control Panel and
save any changes you have made



http://asyworld.revenue.gov.ws/
https://asyworld.revenue.gov.ws/

Now you can start the ASYCUDA LIVE or TEST as normal however before you can log in
Java will prompt to accept running the application every time you log in AW:

Security Warning >
Do you want to run this application?

Publisher: UNKNOWN

Location: https:/fasyworld.revenue.gov.ws

Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknown sa it is recommended not to
run this application unless you are familiar with its source

Mare Information

Select the box below, then click Run to start the application

B ! accept the risk and want to run this application.; Run Cancel

Login using your credentials to use ASYCUDA WORLD

End



